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Executive summary

Online anonymous marketplaces are a relatively recent technological development that enables sellers and

buyers to transact online with far stronger anonymity guarantees than on traditional electronic commerce

platforms. This has led certain individuals to engage in transactions of illicit or illegal goods.

This reports presents an analysis of the online anonymous marketplace data collected by Soska and

Christin [13] over late 2011—early 2015. In this report, we focus on drug supply coming from the European

Union. Keeping in mind the limitations inherent to such data collection, we found that, for the period and

the marketplaces considered:

EU-based suppliers represented a significant share of all drug revenue—approximately 46% of all
drug sales.

EU-originating drugs primarily came from Germany, the Netherlands, and the United Kingdom.
Cocaine and other stimulants altogether represented a majority of all EU-based drug sales.

Supply of New Psychoactive Substances (NPS) was heavily concentrated in the United Kingdom, and
remained very modest with revenues in the order of EUR 3,000 per day at market peak.

Marketplace vendors primarily catered in the retail space, but there was evidence of larger (bulk-level)
sales. Volume-based discounting tended to occur, albeit at relatively modest levels.

Half of the vendors specialized in one type of drug; and half of the drug sellers tended to stick to a
given weight echelon.



1 Introduction

By using a combination of network-level anonymity technology [8] and pseudonymous payment systems
[12], online anonymous marketplaces are a relatively recent technological development that enables sellers
and buyers to transact online with far stronger anonymity guarantees than on traditional electronic com-
merce platforms. Unfortunately, as a by-product of this anonymity, certain individuals have been using this
technology to engage in transactions of illicit or illegal goods, as exemplified by most transactions on the
well known Silk Road marketplace [6].

Of interest to us in this report, is the extent of narcotic trafficking on online anonymous marketplaces.
Previous efforts [6,13] have aimed at characterizing the entire ecosystem of online anonymous marketplaces,
and have shown that, thus far, narcotic trafficking is a large share of the entire economy supported by this
technology.

In this report, we analyze data previously collected by Soska and Christin [13], spanning several years
(late 2011—early 2015) including the “early days” of online anonymous marketplaces (Silk Road, the original
“modern” online anonymous marketplace, opened its doors in February 2011). Different from Soska and
Christin’s work, which attempted a general characterization of the entire ecosystem, here, we primarily
focus on analyzing drug supply reportedly originating from the European Union. In addition, we perform
additional analysis of the relationship between financial revenues and actual quantities (weights, volumes,
units) of products being sold.

This report is organized as follows. We next provide background on online anonymous marketplaces
in Section 2, discuss our methodology, which shares many of the same assumptions and limitations as the
original study by Soska and Christin, in Section 3. We turn to analyzing the collected data in Section 4

before drawing brief conclusions in Section 5.

2 Background on Online Anonymous Marketplaces

The earliest modern online anonymous marketplaces, more commonly known as “darknet marketplaces,”
or, more rarely as “cryptomarkets [11],” appeared in early 2011, and were a follow-up to older drug forums
which benefited from technological advances to guarantee better anonymity to their visitors. We refer the
reader to Christin [6], Martin [11], and Soska and Christin [13], among others, for a thorough description of
how the various technologies at play interact with each other.

At a very high level, online anonymous marketplaces consist of websites similar to other electronic
commerce businesses such as eBay or the Amazon marketplace. The key difference is that those websites
usually run as Tor hidden services [8] or, more rarely, as i2p “eep sites” [3], which allows them to conceal
the location of the server on which they run, and force their patrons (sellers and buyers) to use anonymizing
technology, thereby (hopefully) evading prosecution and arrest.

From a user interface standpoint, Figure 1 shows, as an example, the AlphaBay marketplace. Infor-
mation available on AlphaBay is reasonably representative of what can typically be found on an online
anonymous marketplace; that is, most other online anonymous marketplaces contain similar information (or

a subset of it).
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Figure 1: Example of an online anonymous marketplace. This figure shows the AlphaBay online anony-

mous marketplace. The screen in 1(a) displays various drug listings; 1(b) shows a specific item listing.
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Figure 2: Example of item feedback. AlphaBay offers rich feedback information compared to some of its

competition.

The main page, in Figure 1(a), displays various categories of items available for sale, as represented
on the left-hand menu, including — of interest to this report — “drugs,” that is, primarily illegal narcotics or
psychotropic drugs, and prescription drugs, i.e., medicines. As evidenced in the figure, different items may
be sold by different vendors. Usually, the marketplace only acts as a broker — similar to eBay — that ensures
that transactions complete to the satisfaction of both buyers and sellers.

Specific item listings, as shown in Figure 1(b), contain numerous pieces of information: in the case of
AlphaBay, an origin country (here, UK), potential shipping destinations (here, UK and Ireland), a vendor
name (blurred), a description of the item, and, crucially, user feedback.

Figure 2 shows more specifically what this feedback contains. On AlphaBay, feedback consists of a
timestamp, a short message, a rating (represented here by the green “plus” signs), and a string allowing, to
some extent, to differentiate between buyers. This latter field is usually not present on the vast majority of
marketplaces — AlphaBay remains an exception.

This feedback is particularly important for our analysis. As described in Christin [6], mandatory feed-
back (which is the case on the majority of marketplaces) is an excellent proxy for sales. We can indeed
obtain an idea of the sales volume, simply by correlating the feedback timestamps with the item prices (and
the quantity, when available.) For instance, the product whose feedback is presented in Figure 2 is sold for
$79.99 (see Figure 1(b)); we see six pieces of feedback were deposited on August 15, 2016. We can then
infer that the vendor sold $79.99 x 6 = $479.94 worth of the item on that specific day.



Table 1: Markets crawled. The table, taken from Soska and Christin [13], describes which markets were
crawled, the time the measurements spanned, and the number of snapshots that were taken. * denote market
sites seized by the police, T voluntary shutdowns, and ¥ (suspected) fraudulent closures (owners absconding

with escrow money).

Marketplace Measurement dates # snapshots
Agora 12/28/13-06/12/15 161
Atlantis! 02/07/13-09/21/13 52
Black Flag! 10/19/13-10/28/13 9
Black Market Reloaded!  10/11/13-11/29/13 25
Tor Bazaar* 07/02/14-10/15/14 27
Cloud 9* 07/02/14-10/28/14 27
Deep Bay* 10/19/13-11/29/13 24
Evolutiont 07/02/14-02/16/15 43
Flo Market! 12/02/13-01/05/14 23
Hydra* 07/01/14-10/28/14 29
The Marketplace' 07/08/14-11/08/14 90
Pandora? 12/01/13-10/28/14 140
Sheep Marketplace? 10/19/13-11/29/13 25
Silk Road*! 11/22/11-07/24/12 133
06/18/13-08/18/13 31
Silk Road 2.0* 11/24/13-10/26/14 195
Utopia* 02/06/14-02/10/14 10

3 Collection Methodology and Data

3.1 Data collection

For this report, we exclusively rely on the data collected by Soska and Christin [13]. Soska and Christin
built a special-purpose web crawler, using heavily parallelized connections to gather considerable amounts
of data in relatively short amounts of time. A full exposition of the technical details can be found in their
paper [13]. Table 1 summarizes the data collected. Roughly speaking, the data spans late 2011—early
2015, and represents more than 3 TB of storage. The SQLite database containing the parsed information is

approximately 19 GB.

'The November 2011-July 2012 Silk Road data comes from a previously reported collection effort, with publicly available
data [6].



3.2 Data classification and processing

While all listings have been previously parsed and stored into a database, data still needs to be further
processed to be amenable to analysis. We in particular need to identify the type of product being sold, the

quantities and volumes of product being sold, and the country of origin of the items.

Item categories As discussed in earlier work [13], categories self-reported by sellers, e.g., “Stimulants/Cocaine”
in Figure 1, are often incorrect (e.g., we have seen weapons being categorized under “plants”). Instead we
determine the type of product by performing automated text analysis of the item description. The process is
analogous to that described in earlier work [13]. A key difference, however, is that the categories of interest
for the present study differ from those in the earlier work [13]. As such we need to re-run the classifying

process, and re-evaluate its accuracy. In this work, we consider the following 22 categories:
1. Drug categories of primary interest:

e Cannabis: All forms of cannabis products (resin, herbal, oil, seeds, ...)

e Cocaine: Cocaine products.

e Dissociatives: Ketamine, GHB, GBL.

e Hallucinogens: LSD and related, but excluding psychedelics.

e Stimulants: All stimulants other than cocaine, including (meth)amphetamine, MDMA, MDA....
e Opioids: Heroin, opium, analgesics (e.g., oxycodone)

e NPS (Cannabinoids): Synthetic cannabinoids including spice, K2, ...

e NPS (Dissociatives): Synthetic dissociatives such as methoxetamine (MXE), dextromethorphan
(DXM).

e NPS (Hallucinogens): Synthetic hallucinogens including 25i-NBOMe, 4-ACO-DMT, 2C-B, ...

e NPS (Opioids): Synthetic opioids (including fentanyls, MT-45, ...)

e NPS (Synthetic Stimulants): Other New Psychoactive Substances not classified above, e.g.,
mephedrone, 4-fluoroamphetamine, ...

2. Other drugs:

e Benzodiazepines: Benzodiazepine, Valium, Rivotril, Xanax, “downers” that are used as an anti-
anxiety muscle relaxant and can be sleep-inducing.

e Prescription: Prescription drugs.

e Psychedelics: Mushrooms and other psychedelics.

e Sildenafil: Viagra and related products.

e Steroids: Steroid products.

3. Non-drugs:



e Drug paraphernalia: Bongs, pipes, scales, ...

e Digital goods: All forms of digital goods (including forgeries, credit card numbers, e-books,

etc...).
e Electronics: Electronic items and components
e Misc: Miscellaneous items not categorized in any other category.
e Tobacco: tobacco products, including e-cigarettes.

e Weapons: all sorts of firearms, weapons, etc.

Similar to previous work [13], we evaluated the classifier using 10-fold cross validation. The overall pre-
cision and recall were both (roughly) 0.97, meaning in plain English that the classifier gets things right
about 97% of the time. We evaluated the classifier on data from the Agora marketplace when trained with
samples from the Evolution marketplace and vice-versa to ensure that the classifier was not biased to only
perform well on the distributions it was trained on. We show the resulting confusion matrix in Figure 3:
classification performance is very strong for all categories. Like in previous work [13], “Misc” is occasion-
ally confused with “Digital goods” and “Prescriptions” are occasionally confused with “Benzos,” which in
fact is not necessarily surprising. NPS classification is usually pretty good, despite potential confusion with

other categories (e.g., prescription drugs).

Quantities and volumes For a number of the analyses of interest in this report, we also needed to extract
quantities and volumes from each listing. This is not something that was done in the original work [13].
For a vast majority of the marketplaces we studied, quantities and weights or volumes are not explicitly
specified in the listings and need to be inferred from context; this is complicated by the fact that certain
users use imperial units, while others use metric units. We eventually settled on a very simple strategy, of
inferring volume and quantities from the item listing titles, based on “regular expression matching.” For
instance, we would scan item titles for number patterns followed by the characters “G” or “grams” to infer
how many grams were sold in that specific listing. While, at first glance, this seems like an error-prone
heuristic, we discovered that with about seventeen regular expressions, we were able to correctly infer most
of the item weights and quantities.

We evaluated the classification algorithms by picking 200 items at random, manually labeling them,
and comparing the manual labels with those obtained programmatically. Of those 200 items, 142 were
drug-related, and were thus useful for our purposes (the others were discarded). Out of these 142 items,
we could infer quantities and volumes for 107 items (i.e., 75% of the time). Manual inspection indicated
that 128 items actually had a quantity and/or a volume specified. Finally, we were able to infer both the
correct volume and quantity on 98 of the 107 items. In other words, we successfully extracted the volume
and quantity more than 76% of the time it was available. In slightly over 16% of the cases we completely
failed to extract any information. In slightly over 6% of the cases, we extracted the correct volume, but
underestimated the quantity of items. In the remaining <1% of the cases we extracted the correct quantity,
but underestimated the volume. In this evaluation set, we never overestimated quantities or volumes, which

means all of our estimates were conservative.
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Figure 3: Classifier confusion matrix. BNZ: Benzos, COK: Cocaine, DG: Digital Goods, DIS: Dissociatives,
ELEC: Electronics, HAL: Hallucinogens, MISC: Miscellaneous, NPSC: NPS (Cannabis), NPSD: NPS (Dissociatives),
NPSH: NPS (Opioids), NPSO: NPS (Other), NPSX: NPS (Stimulants), OP: Opioids, PAR: Drug Paraphernalia, PSY:
Psychedelics, RX: Prescription drugs, SL: Sildenafil, STI: Stimulants, STR: Steroids, THC: Cannabis, TOB: Tobacco,
WPN: Weapons.



Extraction failed when, for instance, certain items consisted of “package deals” such as a (small) dose
of MDMA coupled with a (small) dose of cannabis.

2 Vendors

Origin countries Last, we also need to assert which countries products are shipping from.
typically indicate where they are shipping from in a specific field, and have no incentive to lie, as buyers can
verify the postmark when they receive parcels. On the contrary, they have a strong incentive to be truthful, so
that buyers can properly estimate shipping times. On a number of marketplaces, however, the field indicating
where the product is shipping from allows for free-form entries. Instead of selecting a particular country,
some vendors elect to be more vague, e.g., “a small central EU country,” or can type several locations, e.g.,
“UK, Belgium and Germany.” To resolve such ambiguities, we manually label every one of the 371 single
different entries we come across in our database. Of those, we identify 149 denoting an EU origin (including
the UK, and along with Turkey and Norway). To determine EU origin, we adopt a conservative approach:
if several countries are mentioned, we require that all countries listed be in the EU. For instance, an item
listing “USA, UK, Singapore, India” as its origin is considered as a non-EU item. Our manual mapping
reduces the list of 149 origins to the 28 member states, Turkey, and Norway. When several countries are

mentioned, we label the country as “EU — Other.”

Currency conversion Most sales on underground marketplaces are made in bitcoins, a currency that has
shown very high volatility [5], which in turn is a frequent source of measurement errors (e.g., the infamous
estimate that Silk Road had grossed about $1.2 Bn when the reality was far more modest [10]). To address
this issue, we convert bitcoins into their values in euros at the time of each observed sale. To perform the
conversion, we use the average daily exchange rate on Bitstamp, as reported by bitcoincharts.com [1], on
the day of the sale. When (some of the older) data includes only prices in US dollars (i.e., the original price
in bitcoins was not recorded), we convert prices from US dollars to euros using the USD-EUR exchange

rate at the time of the sale.

3.3 Assumptions and limitations

As discussed in the original work on the subject [13], a study of this magnitude, on field data, relies on a
number of assumptions. In addition, it inherently suffers from a number of limitations. We next discuss

these assumptions and limitations.

Lack of buyer information Most marketplaces do not give any information about product buyers. A
handful of marketplaces provide obfuscated buyer information (see Figure 2 for an example on AlphaBay),
but unfortunately, that information is not readily amenable to analysis. We are unable to determine, for
instance, buyer location. One possibility, to determine where items are shipped, would be to look at the list
of possible destinations, similar to the original study of the Silk Road marketplace [6]. However, this is a
very poor proxy for actual sales. For instance, a given vendor may agree to ship to all of Europe, but their

sales may be concentrated to one or two countries. In addition, a significant number of vendors agree to ship

>We discuss in Section 3.3 why it is extremely difficult to determine where products are actually being shipped zo.
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worldwide, making it all but impossible to determine where products actually ship. For these reasons, we

elected to simply not consider possible shipping destinations.

Incomplete data coverage Even though we have coverage of a number of marketplaces, as described in
Table 1, coverage is, as explained in the original study this work is based on [13], imperfect, given that it is
very difficult to ensure that a “scrape” of an online anonymous marketplace is complete, particularly when
that marketplace is large. In addition, the data solely covers the collection interval of earlier work [13].
We are not, for instance, analyzing any data from February 2015 on. In particular, we are not considering
AlphaBay in our analysis, given that it still represented very modest volumes at the time we stopped collec-
tion. We also were not able to fully parse certain marketplaces. Furthermore, there may be certain (brief)
temporal gaps in data collection of the marketplaces we were able to parse. A full account of the issues we

faced is given in the paper fully describing the data collection infrastructure [13].

Bulk items We also filter out all items with a sales price greater than $10,000 from the analysis in the next
sections. As discussed in previous work [13], such items are rare, and tend to more often reflect a technique
used by vendors discourage customers from buying a specific out-of-stock item, without removing the listing
(and thus discarding the reputational data associated with it). We note that Aldridge and Décary-Hétu found,
on the Silk Road marketplace, n = 52 high-priced items that were apparently legitimate, and corresponding
to bulk sales [4]. Such items are eliminated from our analysis, which could bias our work against bulk sales.
We note, however, that 1) these items represent a very small fraction of all listings, and 2) sales are rare
(given the amount of money at stake). As a result, we do not think the data was particularly biased by our
filtering techniques. In fact, external validation of sales volumes — by comparing it to data provided by law
enforcement in times of arrests — showed that our estimates were very close to the actual sales realized [13].

To put this assertion to the test, we examined all items with a sales price consistently greater than
$10,000. That is, the price needed to be in the top three quartiles of all prices, and should not have been
greater than 100 times the minimum price for the item. We found n = 2,131 such items. We then filter
out all of the items for which we did not have any records of any sale having taken place: this brings the
number of items to consider to n = 202. Finally, we look only at the items shipping from the EU, Norway
or Turkey: this further brings down the number of items to consider to n = 93. We manually inspect these
n = 93 items, removing manually all those explicitly marked as “sold out” or with quantities that make it

implausible they would sell at such prices (e.g., “1g of weed”). We are left with n = 31 plausible candidates:

e 11 of those are “custom orders” for very specific individuals, and for which no detail is available—
those could be bulk purchases, or the price might have been artificially inflated to prevent others from

ordering these listings.
e 11 listings correspond to 1 kg of MDMA crystals; 1 listing corresponds to 3 kg.

e 0 listings are for ecstasy pills—usually 160-200 mg per pill, sold in batches of 5000 (two batches are
for 10,000 pills, and is more expensive).

e The last 3 items correspond to 1 kg of cocaine, heroin, weed, respectively

11
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Figure 4: Breakdown of sales revenue originating from the European Union (plus Norway and Turkey)
by country. For readability, the three major countries are represented on a different scale (4(a)).

21 of these listings have only one sale; 6 have 2 sales; 4 have 3 sales. Considering that each of these items
sells for — usually — around USD 10,000, the overall impact on our measurements appears rather negligible.
Ultimately, we believe that the data we have give a fairly accurate depiction of what was happening in the

early years of online anonymous marketplaces, at the time the ecosystem was growing quite significantly.

Automated classification Manual inspection of all data is impractical at the scale we are considering
(128,618 items in total), and thus we need automated classifiers and analysis routines to do most of the
processing we rely on. Sometimes, automated classification or data extraction fails. However, the numbers
we earlier reported on the performance of our algorithms tend to substantiate these algorithms 1) have good

accuracy and 2) tend to err on the side of producing conservative estimates, rather than inflated ones.

4 Data analysis

We next turn to analyzing the data we collected. We first look at sales volumes originating from the European
Union (and Turkey and Norway), and compare them with sales originating outside of the European Union.

We then perform an analysis of quantities being sold, before looking at vendor characteristics.

4.1 Sales from EU sellers

For the seven categories of drugs of primary interest (see Section 3.2), Figures 4 and 5 presents a breakdown

of sales originating from the European Union (plus Norway and Turkey) by country. Both plots are stacked
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plots. NPS are aggregated in a single category here. Figure 4 represents the aggregate amount of transactions
over our entire data collection interval (November 22, 2011-February 16, 2015). We caution, however,
against extrapolations of yearly revenues given 1) the rapid changes in the whole ecosystem in that period

[13], as well as 2) our own data collection limitations (see Section 3.3).

Revenue analysis These limitations notwithstanding, a pattern clearly emerges from Figure 4. The vast
majority of sales originating from the EU comes from three countries: Germany, with approximately
EUR 26.6 million total sales for the seven drug categories of interest; the United Kingdom with slightly over
EUR 20.3 million sales; and the Netherlands, with slightly more than EUR 17.9 million sales. There is then
a precipitous drop — Belgium (EUR 4.7M), Croatia (EUR 2.3M), Sweden (EUR 1.3M), Spain (EUR 1.2M)
and “Others,” i.e., those items purporting to ship from multiple possible locations (EUR 1.1M), are the only
countries to be over EUR 1M in total sales.

We further see that, among the top four countries, Germany (EUR 14.5M), the Netherlands (EUR 8.8M)
and Belgium (EUR 3.6M) are primarily selling stimulants other than cocaine, that is, MDMA, ecstasy and re-
lated products. In Germany and the Netherlands, cocaine and cannabis sales are also significant (EUR 5.6M
of cannabis sales originate from Germany, EUR 3.7M originate from the Netherlands; EUR 4.2M of cocaine
sales originate from Germany, while EUR 2.6M originate from the Netherlands). The United Kingdom, on
the other hand, presents a more balanced revenue across all drugs: non-cocaine stimulants represent roughly
EUR 5.6M of all drugs sales, cannabis accounts for EUR 4.9M, and cocaine, EUR 4.6M. UK sellers also ap-
pear to dominate the market for dissociatives (EUR 1.7M) or NPS (EUR 852K), which are far more modest

13



Table 2: Comparison of drug vs. other sales in the European Union, and the rest of the world. Vol-

umetric breakdowns are not given for total sales, given that volumes make no sense for certain items, e.g.,

digital goods.
Drug sales’ Total sales
Volume (g) Revenue (EUR) Revenue (EUR)
European Union (plus Norway, Turkey) 5,523,695 79,012,948 86,126,606
Rest of the world 10,877,448 93,332,764 115,736,370
Total 16,401,144 172,345,712 201,862,977

in other countries.

Volume analysis Figure 5 shows a similar breakdown, but this time, by volume. The general trends
observed with respect to financial revenue hold here as well: Germany (2,027 kg overall), the Netherlands
(1,279 kg overall), and the United Kingdom (1,172 kg overall) dominate the ecosystem; these are the only
countries where products shipped exceed, in aggregate, a metric ton. Due to the vastly different prices
per unit, in this volumetric representation, cocaine, opioids, hallucinogens are far less represented than in
the revenue representation; conversely, cannabis is far more significantly represented. We will discuss in

Section 4.3 the various prices per quantity we observed.

Comparison with non-EU sales Table 2 compares sales originating from the European Union (plus Nor-
way and Turkey) to those originating from other countries, both for the drugs in the seven categories of
interest, and for all products. We first notice that, for both EU countries and the rest of the world, drug sales
represent an overwhelming majority of the economic revenue of these marketplaces. This is even more the
case in the European Union than in the rest of the world; this discrepancy can be explained by the fact that
a lot of digital goods being sold (credit card numbers, ebooks, logins, etc) are actually shipped digitally and
thus are not usually classified as having a specific origin by their sellers. These digital goods represent a
non-negligible portion of the overall trade [13]. In terms of drug sales, we see that EU countries represent
roughly 46% of all revenue, but only 34% of all volumes. This may be explained by the fact that cannabis
sales are overall more prevalent than what we see in the EU [13]. Because cannabis is generally priced at a

lower price per unit than other drugs, volumes observed in the rest of the world stand to be higher.

4.2 New Psychoactive Substances

We next turn our attention to New Psychoactive Substances, or NPS. The legal status of many of these

substances, frequently referred to as “legal highs,” is murky, and subject to rapid changes. The high-level

*In the seven categories of interest.
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Figure 6: Breakdown of NPS sales originating from the European Union (plus Norway and Turkey).

takeaway from our measurements is that NPS represent a very small proportion of all trade on online anony-
mous marketplaces, and that the vast majority of NPS sold on these marketplaces apparently come from the
United Kingdom.

Figure 6 provides a finer-grained view of the sales of NPS on online anonymous marketplaces, over
time, as a stacked plot. Keep in mind that the data is subject to the same limitations as the data described in
the original paper [13], which explains, for instance, the collection gaps in late 2012—most markets were
not functional at that point, and we have scant data for those that were, like Black Market Reloaded or Sheep
marketplace. For readability purposes, all datapoints, here, represent averages over a 30-day moving win-
dows. The crux of the figure is that NPS volumes rarely represent more than EUR 3,000/day. Interestingly
enough, most of the NPS being sold on online anonymous marketplaces in the time interval of our study
were hallucinogens — synthetic cannabinoids, dissociatives, opioids and stimulants are almost negligible.
Figure 6 confirms that the majority of NPS seem to originate from the UK; Germany, Netherlands, and
Spain also contribute, albeit far less significantly. The top line correspond to the aggregate of all countries
including those not represented individually on the plot.

Variations in revenues follow the growth and decline of the overall online anonymous marketplace
ecosystem. We caution against a hasty interpretation of the observed decreases in early 2015: this data
represents the ecosystem immediately after Operation Onymous (when a number of marketplaces were
taken down), and corresponds to the end of our measurement interval. This means that it is statistically

less reliable than earlier data, for reasons fully detailed in previous work [13], having mostly to do with
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Figure 7: Cannabis prices as a function of weight. The curve is a local polynomial regression fitting, the
gray shade corresponds to the 95% confidence interval.

incomplete coverage of every single scrape.

4.3 Transaction amounts broken down by drug and level

We next turn to a discussion of the transaction amounts broken down by drug and by level.

Cannabis Figure 7 is a scatter plot, in which each point represents the weight (x coordinate) and price (y
coordinate) of each cannabis item in our dataset for which 1) we could infer the weight and 2) we observed
at least one transaction. The left hand side (Figure 7(a)) shows this scatter plot on a linear scale. Because
the vast majority of items correspond to small quantities, we find it useful to present the same data on a
logarithmic-logarithmic scale (Figure 7(b)). The blue curve corresponds to a non-parametric regression
(using a local polynomial regression fitting, [7]), with 95% confidence interval in the gray shade. There
appears to be a modest volume discounting effect; however we caution that the number of observations
at high volumes are considerably smaller than at low volumes, and thus regression fits are probably more
questionable at high volumes.

The most common units sold are 5g (1,745 items, mean price EUR 58, standard deviation EUR 39), 1g
(1,610 items, mean price EUR 17, standard deviation EUR 16), and 10g (1,165 items, mean price EUR 99,
standard deviation EUR 55). The high standard deviations are explained by the fact that various products
(oils, edibles, etc) are classified as cannabis, so that there is quite a large price dispersion.

We note the presence of a few items with very small volumes (close to zero gram); some of these are

sample offers, some are the few items for which our heuristics for extracting quantities might have failed.
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(PCP), as there were too few datapoints.

Cocaine and Other Stimulants We next present, in Figure 8, similar plots for cocaine products. the first
plot (Figure 8(a)) represents a linear scale, and the second plot (Figure 8(b)) represents a logarithmic scale.
We use again a local polynomial regression, which shows that volume discounting effect is markedly more
pronounced here than it was in the case of cannabis products.

The most common unit sold is 1g (664 items, mean price EUR 84, standard deviation EUR 30).

Stimulants (other than cocaine), in Figure 8(c), exhibit a near linear relationship for products labeled
as MDMA (in red). Other products include various types of drugs (anything labeled “ecstasy,” “speed,”
“meth,” ... would end up in this category), of highly varying quality. We point out here that we defined
the weight as the product of the unit weight by the number of units. For instance, somebody selling 1,000
pills of 200mg MDMA pills would be considered as selling 200 grams. The price dispersion observed is
compounded by the fact that a number of sellers offer “lottery sales,” which consist of a single item being

sold at a very discounted price to multiple buyers, only one of whom will actually “win” it.

Dissociatives We next turn to dissociatives. Figure 9 provides a similar scatter plot in log-log scale for
ketamine. There is not much bulk discounting, apparently. Data for other products (GHB/GBL, and PCP
and others) was too limited to provide meaningful regressions and is omitted from the plot (it would show
disjoint clusters, but with only a few points).

The most common unit sold (for Ketamine) is 1g (143 items, mean price EUR 40, standard deviation
EUR 18).
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Other drugs: Hallucinogens, NPS (Hallucinogens), and Opioids We next turn to the other three cat-
egories of drugs of interest, depicted in Figure 10, in which all scatter plots are using a log-log scale.
Hallucinogens, i.e., primarily LSD, represented in Figure 10(a), show two clear clusters: there is a large
price variance for low, single use, type of doses (250 pg and less). This may be partially due to measure-
ment errors at such low levels, and partially due to vendors offering samples for (nearly) free, or as part of
lotteries. As the volume grows, the price grows as well somewhat linearly.

In Figure 10(b), we show that NPS hallucinogens (NBOMe, DMT, ...) present the same behavior albeit
with considerably larger weights (grams as opposed to milligrams) than LSD, which is unsurprising. The
higher quantities (and to a certain extent, lower quantities as well) have high uncertainty due to limited
data. Interestingly, these hallucinogens constitute the vast majority of the NPS sales in our database, as,
apparently, during our measurement intervals, synthetic cannabinoids were not very well represented on
underground marketplaces).

Opioids, presented in Figure 10(c), show considerable price dispersion. The regression, using again a
local polynomial regression fitting, is not particularly conclusive but suggests modest volume discounting;

for high volumes (>>16 g), the scarcity of data makes the regression very imprecise.

4.4 Vendor diversification

We next examine the range of products and volumes vendors offer. We start by looking at if, and how,
vendors diversify in terms of volumes they offer. That is, we try to determine whether vendors who stay
within their market echelon (e.g., always selling small quantities), or if, on the other hand, they diversify
their offerings, and to which extent. We then discuss whether vendors who sell drugs also sell other types
of goods.

Throughout the following discussion we will use a coefficient of diversity, as defined by Soska and
Christin [13]. In short, we divide all items of interest in a set C of groups. For instance, C could denote a set
of volume tiers, or a set of item categories. Let S be the set of all sellers based in the EU (plus Norway and
Turkey) across all marketplaces. We define C;(s;) as the normalized value of the i-th group for seller j such
thatVs; € S, Zlﬂl Ci(sj) = 1. For instance, if vendor j’s revenue comes from 50% of items in group 1,
25% in group 2, and 25% in group 3, then C;(s;) = 0.5, C2(s;) = 0.25, C3(s;) = 0.25. We can then define
the coefficient of diversity for seller s; as:

ca(sj) = (1 — max (Ci(sj))) |CC_ T

2

Intuitively, the coefficient of diversity is measuring how invested a seller is into their most popular group,
normalized so that ¢y € [0,1]. A vendor s; with a coefficient of diversity of zero sells only items from a
specific group; a vendor s; with a coefficient of diversity of one gets exactly the same amount of revenue

from each group of items.

Diversification in terms of volumes offered We use the coefficient of diversity so defined to examine
whether vendors who sell large quantities sell also small quantities. To do so, we define quantity tiers for

each drug category in Table 3. We use a simple three-tier distinction between retail, middle-market, and bulk
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Figure 11: Coefficient of diversity for vendors, by product, across volume tiers.

Table 3: Quantity tiers for each drug of interest.

Cannabis Cocaine Hallucinogens Opioids Stimulants

Retail <100 g <10g <8 mg <lg <10g
Middle-market 100-999 ¢ 10-999 g 8-159 mg 1-999¢g  10-999 ¢
Bulk >1000g  >1000 g >160 mg >1000g  >1000 g

sales. We base our distinction between tiers on the EMCDDA'’s own classification [9]. For hallucinogens,
the tiers are usually expressed in number of doses (50 doses or less, 50-1000 doses, more than 1000 doses);
since we are using grams as a base unit, we convert this to volumetric tiers using a baseline of 160 microgram
doses (which is close to the arithmetic mean of what we observed.) We exclude from this discussion NPS,
as they are too heterogeneous a set to provide meaningful comparisons, and the uncertainty on their legal
status makes it hard to pick appropriate thresholds.

Here, we have |C| = 3. Then, for each group of drugs listed in Table 3, we plot the cumulative dis-
tribution function of the coefficient of diversity of their vendors in Figure 11. The figure shows that an
overwhelming (=~90%) majority of cannabis vendors stay within one volume tier (coefficient of diversity of
zero). The rest are more spread out, without any noticeable jumps; almost no vendor has a coefficient of
diversity greater than 0.75. In other words, most vendors stay in a single volume tier, but a minority sell
across two tiers; almost no one has meaningful sales across three tiers. It is quite rare for a vendor to sell
both bulk-size quantities and small volumes at the same time, but some vendors selling larger quantities
sometimes offer “testing samples” to their customers. Cocaine shows a similar picture. On the other hand,
hallucinogens, opioids, and especially stimulants, present more diversity, with most vendors sticking to the

retail tier, but some vendors selling across multiple tiers with a number of items in each tier.
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Figure 12: Coefficient of diversity for vendors, across product categories.

Anecdotally checking our database suggests that vendors selling in multiple echelons tend to be “super-
stores,” that also carry more than one type of drug. They also are more likely to have higher sales volumes.
Conversely, vendors who stick to one echelon (typically, the lowest one) tend to specialize in one item, and

to have relatively low sales volumes.

Diversification in terms of products offered We next look at the diversity across products being sold. We
define C here as the set of drugs of interest: Cannabis, Cocaine, Dissociatives, Hallucinogens, NPS, Opioids,
and Stimulants. We plot, in Figure 12 the corresponding cumulative distribution function of the coefficient
of diversity for all vendors. We see that approximately half of all vendors specialize in exactly one category
— this is frequently the case for cannabis (566 cases) and stimulants other than cocaine (422) vendors, which
is not very surprising given that those are very frequently sold items. The other half is far more diverse,
and typically those vendors sell from a couple of categories. For instance, vendors selling dissociatives
hallucinogens rarely only sell from these categories. A very small number of vendors have a coefficient of
diversity close to one, denoting that they sell a little bit of everything (e.g., MDMA, Ketamine, DMT and
weed; LSD, weed, MDMA, and mushrooms, ...). Those vendors usually focus purely on individual or small
doses.

Finally, we examined all 3,305 vendors reportedly shipping from the European Union. Out of those,
2,062 sell drugs in one of the seven categories of interest. Of those 2,062 vendors, 346 (or 16.78%) also sell
other types of drugs (e.g., prescription drugs). Surprisingly to us, 897 (43.50%) also sell non-drug products.
Of those, the vast majority appears to be digital goods. 318 of those 897 vendors that sell non-drug products
remain confined to one drug category (primarily cannabis, and stimulants other than cocaine). 214 of those
897 vendors have on the other hand high diversity coefficients (>0.5). Many of these vendors sell cannabis,
stimulants (sometimes including cocaine), and opioids. Only a handful of vendors (five) selling non-drugs

are bulk vendors — three sell large amounts of hallucinogens, one sells opioids, and one sells stimulants other
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than cocaine.

Vendors selling under multiple aliases or marketplaces The entire discussion above assumes that every
vendor account denotes a unique vendor. However, it is not infrequent that a vendor sells on more than one
marketplace [13]. We thus try to identify, among the 3,305 vendor accounts earlier identified, which ones
belong to the same person(s).

To do so, we use the exact same heuristics as in our earlier work [13]: vendors with the same name,
or whose names only differ in character case (e.g., “Sally Seller” vs. “sally seller,” or “Sally seller”),
but operating on different marketplaces are assumed to be identical. Likewise, we use results from the
Grams search engine [2], which includes a seemingly manually curated database of vendor aliases, to assert
different monikers belong to the same person.

Using this set of heuristics, the 3,305 vendor accounts in the European Union appear to map to 2,180
unique entities, 1,271 of which sell drugs. 226 (17.78%) vendors sell at least two different types of drugs,
and 683 (53.74%) vendors sell drugs and other products (e.g., digital goods).

These heuristics are admittedly imperfect. If a vendor uses two radically different aliases, and Grams
is not aware of them belonging to the same person, we would consider these aliases to be distinct vendors.
Likewise, it is possible that somebody impersonates a vendor by reusing their moniker on a different mar-
ketplace; in fact, this may be a good strategy to profit from an establishing vendor’s reputation and gain
customers. For this reason we have focused in the rest of our analysis on considering unique “aliases,” with-
out attempting any reconciliation; but wanted to give a quantitative idea of the potential differences between

monikers and actual vendors.

5 Conclusions

We have performed an analysis of the online anonymous marketplace data collected by Soska and Christin
[13] over late 2011—early 2015. Complementary to Soska and Christin’s original analysis, we have primar-
ily focused on drug supply coming from the European Union (extended to include Turkey and Norway).
We found that, for the period and the marketplaces considered, EU-originating drugs primarily came from
Germany, the Netherlands, and the United Kingdom. Other countries, such as Belgium, Spain, Sweden,
or Croatia, were far behind. Many countries did not register any significant sales. Nevertheless, EU-based
suppliers represented a significant share of all revenue—approximately 46% of all drug sales, when overall,
EU-based vendors (drugs and non-drugs) represented 43% of all sales.

Slightly different from the overall ecosystem, in which cannabis-related sales appeared more prevalent
[13], stimulants and cocaine altogether represented a majority of all EU-based sales. Hallucinogens, opioids
were far less significant; and dissociatives and NPS were even more modest. A complementary study of
NPS indicates that the supply was heavily concentrated in the United Kingdom. The same appeared to hold
true for dissociatives. However, NPS volumes remained comparatively very modest — with revenues in the
order of EUR 3,000 at market peak.

We saw that, while vendors on these marketplaces primarily cater in the retail space, with individual

item weights and volumes frequently corresponding to personal amounts, there is evidence of much larger
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(bulk-like) sales. Regression-based analyses show that volume-based discounting tend to occur, albeit at

relatively modest levels.

Finally, the ecosystem is roughly split in half: half of the vendors are specializing in one type of drug,

while the other half is far more diversified. Slightly less than half of the drug sellers tend to stick to a given

weight echelon, while others present a more diverse set of offerings.
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